STEPS TO DOWNLOAD AND INSTALL
SOPHOS NETWORK AGENT TO AUTHENTICATE FOR INTERNET ACCESS

User can authenticate for Internet Access using below to process:
1. Browser base Authentication
2. Client Base Authentication (Recommended )

Method 1: Steps for Browser Base Authentication:

1. Goto http://10.10.10.2:8090, provide Username, Password, click on Login

€ > C A Notsecure | 10.10.10.2:3090

]

WELCOME TO THE NERISTWEB
CLIENT PORTAL

2. After Login Do Not Close the Login page during your Internet surfing. After finishing
your surfing please Logout the session. If you directly close the page, your login
session will be active and you will not be able to login from another system.

]

You are signed in as dralam

)

Do not close this page
If you do, you will be signed out



http://10.10.10.2:8090/

Method2: Steps for Downloading Sophos Authentication Agent/Client and Login process:

1. Go to https://10.10.10.2:8443 and click on Advanced

C A Not secure | 10.10.10.2:8443/userportal/webpages/myaccount/login.jsp

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.2 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

=D

2. Click on Proceed to 10.10.10.2 (unsafe)

C A Notsecure | 10.10.10.2:8443 fuserportal/webpages/myaccount/loginjsp

A

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.2 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide

This server could not prove that it is 10.10.10.2; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.10.




3. Login with your Internet Access Username and Password

C A Notsecure | 10.10.10.2:8443/userportal/webpages/myaccount/login.jsp

: Apps @ YouTube @ Maps

English v

Username

User Porta
[ ]

Password

4. Go to Download client and Click on Download for Windows

< C A Not secure | 10.10.10.2:8443 juserportal/webpages/myaccount/indexjsp#88655
i3I Apps B YouTube %@ Maps
SOPHOS User portal for dralam@nerist.local
Home i i .
Authentication clients
Personal

Download client

Internet usage

Download for Windows

‘-

Email
.f., Download for mac0S
Logout
.f., Download for Linux 32
.+., Download for Linux 64
.f., Download certificate for i0S 12 and earlier and Android
.‘.’. Install client certificate in i0S 13 and later
Before you click the link, add the certificate sent by your administrator to your i0S trusted certificate profile
SPX add-in

&, Download Sophos Outlook Add-in

5. After downloading, Install the Client



6. During Installation it will ask permission to install “Sophos Client Authentication CA”,
Click on Yes

B vouaresignedinasdralam % [ Sophos X [@ Zimbra WebClientSignln X | M Inbox (3,220) - dewan.rashid' X | @€ Dashboard - admin@192.16° X | + o -
&« C A Notsecure | 10.10.10.2:8443/userportal/webpages/myaccount/indexjsp#39809 Q e :
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SOPHOS User portal for dralam@nerist.local (2]

Home

Personal

Download client

%o Security Warning
Internet usage 3. Downioad for Windows
Email 1 You are about to install a certificate from a certification
X Download for mac0s = L. authority (A dlaiming to represent:
lrresi ™ Sophos Client Authentication CA
3. Download for Linux 32
= S windows cannot validate that the certificate is actually from
Saphos Client Authentication CA" You should confim its
3 Download o 64 arigin by contacting “Sophos Client Authentication CA”. The
= following number will assist you in this process:
3 Thumbprint (shalj: DFS0336C OEB61A08 EFOFC46B $7752D62
= 0B2562CA
3 Warning:
= If you install this oot certificate, Windows will automatically
trust any certificate issued by this C. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you dick
“Yes" you acknowledge this risk.
PX ad Do you want to install this certificate?
|
Yes o

O Type here to search

7. A Client Authentication % | |shortcut will be generate on desktop, double click
Authenticatr
on it.

8. Go to Taskbar, right click icon on Client Authenticating Agent, and click on Set
Credentials as shown below

Connect
Disconnect

Set Credentials

" Autostart
~  Splashscreen

Login Window

About

Exit
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9. Provide your Internet Access Username and Password as shown below and Click Ok

@ Login

Username: o

Password: I***********xl

¥ Save password

wa

g Cancel 0K



